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(54) Security system to enable authenticated access of an indhridual to a protected area 



(57) A security systenn to enable access to a pro- 
tected area, comprising a renrtote control unit (22) with 
a transponder (28), canried by an individual, which trans- 
mits an identification code on reception of an inten-oga- 
tion signal, A control unit, located within the protected 
area, transmits an interrogation signal when activated 
by the individual, and verifies the identification code re- 
ceived from the transponder. The transponder (28) ob- 
tains a supply voltage from the interrogation signal. The 
remote control unit (22) contains a battery (34) that can 
be connected to a supply voltage rail (46) by means of 
a controllable battery coupling switch (42) via a high- 
resistance path when the remote control unit (22) is in 
its quiescent state, or via a low-resistance path when 
the remote control (22) unit is in its active state. A pulse 
detector (58) obtains its supply voltage in the quiescent 
state via the high-resistance path. On reception of the 



interrogation signal by the transponder (28), the pulse 
detector (58) outputs a recognition signal. A remote-field 
detector (64) receives the recognition signal and outputs 
a remote-field signal as soon as the value of the recog- 
nition signal comes within a pre-determined range, A 
logic circuit (30), on reception of the remote-field signal, 
outputs a switching signal to the battery coupling switch 
(42) which switches this into the state where the battery 
(34) is connected to the supply voltage rail (46) via the 
low-resistance path; it then outputs an activation signal 
to the transponder (28) which will cause it to transmit 
the identification code. A near-field detector (66), on rec- 
ognising a value of the supply voltage produced by the 
transponder (28) exceeding a pre-determlned threshold 
value, outputs signal that causes the logic circuit (30) to 
put the battery coupling switch (42) into the state pre- 
vailing in the quiescent state, and to transmit the activa- 
tion signal to the transponder (28). 
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D scrlption 

[0001 ] The invention relates to a security system that 
will enable authenticated access of an individual to a 
protected area by means of a remote control unit, car- 
ried by the individual, containing a transponder that on 
reception of an interrogation signal transmits an Identi- 
fication code group, and acontroi unit, located within the 
protected area which, when activated by the individual, 
transmits the interrogation signal and then checks the 
identification code group sent by the transponder and 
allows access for the Individual to the protected area on- 
ly after positive verification of the authorisation to ac- 
cess. 

[0002] tt is becoming more and more usual that an in- 
dividual should want to obtain access to a protected ar- 
ea, such as to a vehicle protected by a locl<ed door or 
to a locked garage, by means of a remote control. For 
the purpose of the following explanation it is assumed 
that the protected area implies a vehicle, but the expla- 
nation should also be taken as generally valid for any 
protected area to which access should only be made 
available to an authorised individual. 
[0003] The remote control used to provide access is, 
in the case of a vehicle representing the protected area, 
preferably integrated in the actual vehicle key and will 
be activated by pressing a button at the vehicle. The ac- 
tivated remote control then transmits asignal containing 
an identification code group unambiguously allocated to 
the vehble key. This signal is received and decoded by 
a receiver in the vehicle and, provided that the code 
group contained in the signal coincides with a con-e- 
sponding code group in a control unit connected to the 
receiver, the veh icie door locks are released, so that the 
vehicle will be open and access to the interior of the ve- 
hicle will become possible. 

[0004] Depending on the transmitter power available, 
the vehicle may be opened from a greater or lesser dis- 
tance of the vehicle by means of the remote control. The 
energy required will be provided by a battery which is 
housed within the vehicle key. A great problem with this 
mode of enabling authenticated access to the vehicle 
consists in that it will no longer be possible to open the 
vehicle by remote control when the battery in the vehicle 
key can no longer supply suffk:ient energy to power the 
remote control. The individual operating the key will then 
be forced to resort to other measures to open the vehi- 
cle, for example by unlocking the vehicle mechanically 
by means of a key in the conventional way. This, how- 
ever, has the great disadvantage that, when this possi- 
bility is provided, the security aspect is lost, which 
means that even unauthorised individuals will be able 
to open the vehicle by simply unlocking it with a key 
[0005] A further development of enabling authenticat- 
ed access to a vehicle Is a so-called passive unlocking 
system, where the Individual is no longer actively re- 
quired to activate the remote control signal. With this 
passive unlocking system it is suffblentfor the individual 



to be at a relatively short distance from the vehicle, 
whereby the Interchange of transmitted signals between 
the remote control unit, carried by the individual, and the 
vehicle to be unlocked is initiated, for example, by the 

5 individual touching the door handle as if to open the door 
manually. The "remote contror, carried by the individual 
may be housed, for example, within the vehicle key or 
even in a so-called chip-card. In such a case, the open- 
ing procedure starts with the individual touching the ve- 

10 hide door handle, whereupon a control unit within the 
vehicle transmits an interrogation signal which, on re- 
ception, initiates in the remote control unit the re-trans- 
mission of the identification code group used for authen- 
tication. After checking that this code group coincides 

15 with the code group stored in the vehicle, unlocking of 
the door locks takes place and the vehicle may be 
opened by the con^esponding activation of an electrical 
unlocking mechanism. Since, in the case described, 
there is a relatively great distance between the vehicle 

20 and the remote control unit, for example one metre, the 
remote control unit must contain its own power supply 
in the form of a battery. This again gives rise to the un- 
favourable situation that authenticated access to the ve- 
hicle can no longer be guaranteed when the battery is 

25 low or Inactive. 

[0006] The invention, therefore, rests on the require- 
ment to modify a security system of the type described 
above in such a way that, at an optimised low current 
consumption, the authenticated access of an individual 

30 to a protected area is made possible, even when the 
power supply of the remote control unit has gone low or 
is inactive. 

[0007] According to the invention, this requirement is 
met in that the transponder contained in the remote con- 

35 trol unit Is a passive transponder which obtains Its sup- 
ply voltage from the interrogation signal sent out by the 
control unit and applies it to a supply voltage rail, that 
the remote control unit contains a battery that can be 
connected to the supply voltage rail by means of a con- 

40 trollable battery coupling switch via a high-resistance 
path when the remote control unit is in its quiescent 
state, or via a low-resistance path when the remote con- 
trol unit is in its active state, that a pulse detector is pro- 
vided which receives its supply voltage in the quiescent 

45 state of the remote control unit via the high-resistance 
path of the battery coupling switch and which, on recep- 
tion of the inten-ogation signal by the transponder, out- 
puts a recognition signal, that a remote-field detector is 
provided which receives the recognition signal and out- 

so puts a remote-field signal as soon as the value of the 
recognition signal comes within a pre-detemnined 
range, that a logic circuit is provided which, on reception 
of the remote-field signal, outputs a switching signal to 
the battery coupling switch which switches this into the 

55 state where the battery is connected to the supply volt- 
age rail via the low-resistance path, and outputs an ac- 
tivation signal to the transponder which will cause Its 
transmitting unit to transmit the identification code 
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group, and that a near-field detector is provided whtcli, 
on recognising a value of the supply voltage produced 
by the transponder exceeding a pre-detenmined thresh- 
old value, outputs a near-field signal that causes the log- 
ic circuit to put the battery coupling switch into the state 
prevailing in the quiescent state of the remote control 
unit, and to transmit the activation signal to the trans- 
ponder. 

[0008] The transponder used in the security system 
according to the Invention can, without the need of an 
energy supply from a storage battery, receive and de- 
code a signal sent by the control unit in the protected 
area. This may be a transponder of the type known from 
EP 0 301 127 B1 . But to achieve a wider range of the 
remote control unit, a supply battery has been provided 
which, however, in the quiescent state of the remote 
control unit only delivers as much cument to the circuits 
contained in the remote control unit as to enable it to 
recognise an interrogation signal sent by the control unit 
in the protected area, so that, as a result of this recog- 
nition process, the remainder of the circuit is brought 
into an active mode. The result of this activation process 
is that the supply battery can supply a higher current to 
the circuits contained in the remote control unit and con- 
sequently to enable the 1 nten-ogation signal to be decod- 
ed and to transmit the identification code group at a high- 
er transmission power. Should the individual with the re- 
mote control unit be in such close proximity to the control 
unit of the protected area that the near-field detector de- 
tects a high signal level and transmits the near-field sig- 
nal, the battery is, once again, left almost entirely dis- 
connected from the circuit, so that a saving In current 
consumption is obtained, enabling the transponder to 
receive and to decode the inten-ogation signal without 
making demands on the battery. The transponder can 
also transmit the identification code group without the 
supply battery having to deliver any power The same 
applies when the supply battery Is completely inactive, 
whereby in this case access authentication can be 
achieved when the remote control unit Is moved Into a 
very close position to the control unit of the protected 
area, to enable the transponder to obtain its supply volt- 
age from the interrogation signal and the identification 
code group to be sent at low transmission power. 
[0009] The protected area is preferentially a vehicle 
whose door will only be unlocked by the control unit 
housed in this vehicle when the identification code group 
sent back by the transponder con-esponds to the code 
group expected by the control unit. In an advantageous 
embodiment, the control unit housed in the vehicle 
transmits the interrogation signal when the individual ei- 
ther touches or actuates the door handle of the vehicle. 
[0010] it is advantageous to incorporate an aerial, 
forming part of the vehicle control unit, in the wing mirror 
on the driver's side. 

[001 1 ] The invention shall now be explained, in exem- 
plified fomn, with the help of the diagrams, in whk:h 
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Fig. 1 is a schematic representation forthe purpose 
of explaining the security system according to the 
Invention, 

s Fig. 2 is a block diagram of the security system ac- 
cording to the invention, 

Fig. 3 representsapossibie embodiment of thesen- 
sor used In the diagram of Fig. 2, 

10 

Fig. 4 represents a possible embodiment of the bat- 
tery coupling switch shown in Fig. 2, and 

Fig. 5 represents a possible embodiment of a pulse 
'5 detector shown in Fig. 2. 

[0012] In Fig. 1 a protected area 10 is shown sche- 
matically, which can be accessed through a door 12. 
The door 12 is secured by means of a lock 14, which 

so can be unlocked by a control unit 1 6. An activator 18, 
assigned to the door 12, serves to activate the control 
unit 16, as shall be explained later on. An aerial 20 is 
connected to the control unit and serves to transmit a 
signal generated by the control unit 16. The aerial 20 

25 can also receive a signal transmitted by a remote control 
unit 22, via an aerial 24, also shown schematically In 
Fig. 1. 

[0013] The large circular arc 26 shown in Fig. 1 , sche- 
matically Indicates the area within which the aerial 24 of 

30 the remote control unit 22 must be situated to enable 
remote control communication between the remote con- 
trol unit 22 and the control unit 16 within the protected 
area 10. The remote control unit 22 contains a trans- 
ponder 28 which can receive and transmit signals by 

35 way of the aerial 24, as well as a toglccircuit 30 to handle 
signal processing In the remote control unit 22. 
[0014] To enable the global functional operation of the 
security system here to be described to be explained 
clearly, it is assumed that, as a concrete application ex- 

40 ample, the protected area 10 is a motor vehicle which 
is accessible through a door 12 that can be locked and 
unlocked by means of the lock 1 4. The triggering device 
18 is the door handle and the aerial 20 is located In an 
area nearthe door handle, preferentially in the wing mir- 

^ ror on the side of the driver. The remote control unit 22 
Is housed inside the vehicle key, which also contains a 
battery that under nomrtal conditions of use provides the 
necessary energy supply for the desired remote control 
unit reception range of approximately 1 .5 m. 

so [001 5] When the Individual in possession of the vehi- 
cle key wants to open the door 1 2, it will be necessary 
for the individual to approach the vehicle so as to be 
able to touch the door handle 1 8 and to move it in a 
sense as if to open the vehicle. It is then certain that the 

55 vehicle key is within the area surrounded by the circular 
arc 26, that is within range of the remote control 20. 
Movement of the door handle 1 8 causes the control unit 
16 to transmit an Inteaogatlon signal via the aerial 20, 
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which will be received by the aerial 24. The interrogation 
signal contains a specific pulse sequence which ena- 
bles this transponder 28, in conjunction with the loglccir- 
cuit 30, to recognise this signal as a signal transmitted 
by the security system. Any other signal that may be re- 
ceived by chance from any other source will have no 
effect as far as the remote control unit 22 is concemed. 
[0016] On recognition of the specific pulse sequence, 
the remote control unit 22 transmits an identification 
code group via the transponder 28 and its associated 
aerial 24, which Is received by the aerial 20 of the control 
unit 1 6. The control unit 16 compares this identification 
code group with a code group stored within itself and, If 
these coincide, generates a switching pulse that is fed 
to the door lock 14, causing it to unlock. The interchange 
of signals, followed by the unlocking of the lock 14 as a 
consequence of the switching signal transmitted by the 
control unit, takes place in such a short time that the 
Individual operating the door handle gains access to the 
vehicle virtually without delay, provided that the Individ* 
ual is in possession of the correct vehicle key containing 
the remote control unit 22. This authentication process 
makes sure that only an authorised Individual gains ac- 
cess to the vehicle. 

[0017] The functional sequence described presup- 
poses that the transmitting range of the remote control 
unit 22 is sufficiently large to bridge a distance of up to 
1 .5 m between the aerial 24 and the aerial 20. This will 
only be possible when the battery within the remote con- 
trol unit 22 is capable of supplying the necessary energy. 
If, however, the battery is almost exhausted or com- 
pletely inactive, the aerial 24 will only transmit a very 
faint signal, or none at all, as a reaction to the reception 
of the inten-ogatlon signal transmitted by the aerial 20. 
so that the control unit 16 can no longer recognise the 
identification code group required for authenticated ac- 
cess through the door 12. In order to enable the author- 
ised individual still to gain access to the vehicle, the re- 
mote control unit 22 must be taken into the immediate 
vicinity of the aerial 20. that is to say into an area indi- 
cated by the broken-line circular arc In Fig. 1 . 
[0018] As has been mentioned, the transponder 28, 
housed in the remote control unit, Is a passive trans- 
ponder which can generate the supply energy required 
for its operation and for the operation of the logic circuit 
30 from the received Inten-ogation signal. Because of 
the short distance separating both the aerials 20, 24, it 
is possible, on the one hand, to transfer sufficient energy 
by the Interrogation signal to the transponder 28 to en- 
able this to generate the required supply energy, and 
the identification code group, transmitted by the trans- 
ponder 28 at relatively low power, can then be received 
by the aerial 20 and further processed as described 
above, so that authenticated access to the vehicle is 
made possible once the control unit 16 has verified that 
the code groups coincide. 

[001 9] The security system as described therefore al- 
ways enables an individual authenticated access to the 



protected area, in this particular case to the vehcle, 
even when there is no longer any energy supply source 
available in the remote control unit 22. 
[0020] Making reference to Fig. 2, It shall be now ex- 

5 plained in more detail which units are contained In the 
remote control unit 22 to enable both its active operation 
with an operational batteiy and its passive operation 
when the battery is either low or entirely inactive. 
[0021] The remote control unit 22 represented in Fig. 

10 2 contains a battery 34 as an energy source, which is 
connected to a grounded conductor 38 by way of con- 
nection 36, whilst its other connection 40 is connected 
to a supply voltage rail 46 by way of a battery coupling 
switch 42 and a diode 44. Depending on a switching sig- 

^5 nal supplied by the logic circuit 30, the connection 40 of 
the battery 34 can be connected to the supply voltage 
either via a low or high-resistance path. 
[0022] The receiving element for an Interrogation sig- 
nal transmitted by the control unit within the protected 

20 area is a sensor 50, contained in the remote control unit, 
which consists of a circuit tuned to the frequency of the 
Interrogation signal. The inductance of this tuned circuit 
also constitutes both the transmitting and the receiving 
aerial of the remote control unit 22. Whenever the sen- 

25 sorSO receives an Interrogation signal, it outputs an RF 
signal at its output 52 which can be rectified by the diode 
54. This rectified voltage then causes the charging of a 
capacitor 56. whk:h is connected in parallel with the sen- 
sor 50 and the diode 54. The output signal of the sensor 

30 50 is also fed to a pulse detector 58. the purpose of 
which Is to output a recognition signal at an output 60 
as soon as an RF signal is fed to its input 62 from the 
sensor. 

[0023] The recognition signal from the pulse detector 

35 58 is fed to the remote-field detector 64, which outputs 
a remote-field signal to the logic circuit 30 when ever the 
recognition signal is within a pre-detemained range. 
Connected to the logic circuit 30 is also a near-field de- 
tector 66, which feeds a near-field signal to the logic cir- 

40 cult 30 whenever the charge voltage of the capacitor 56 
exceeds a pre-determined threshold value. 
[0024] The remote control unit 22 furthemriore con- 
tains a transmitter unit 68 which is activated by the logic 
circuit 30 and which may be made to transmit an iden- 

45 tiflcation code group stored within it. For the purpose of 
transmitting this Identification code group, the coil con- 
tained In the sensor 50 is used as an aerial. 
[0025] The application case to be described assumes 
that the battery 34 of the remote control unit 22 operates 

so charged to its full capacity, and that an individual wants 
to gain access to the protected area 10. that is the ve- 
hicle in the example described, by means of the remote 
control unit 22. To this end, the individual, together with 
remote control unit 22 carried by it, must approach the 

55 vehicle to the extent that it is positioned within the area 
delimited by the circular arc 26. It must furthemiore 
touch the door handle which fomis the triggering device 
1 8. This touch contact causes the transmission of a cor- 
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responding signal to the control unit 16, which then 
causes the transmission of the inten^ogation signal by 
means of the aerial 20. The Intemsgation signal is ac- 
quired by the sensor 50, so that this, at Its output 52, 
outputs a signal which reaches the pulse detector 58 s 
through its Input connection 62. In the quiescent state 
of the remote control unit, the pulse detector 58 receives 
a small cun^ent via the battery coupling switch 42 which 
is sufficient to cause the pulse detector 58, on recogni- 
tion of the signal at its input 62, to output a con-espond- io 
ing recognition signal at its output 60. In this case, the 
reduced cun^ent can flow through the battery coupling 
switch 42, since this constitutes a relatively high-resist- 
ance connection between its connection 40 and the sup- 
ply voltage rail 46. is 
[0026] As soon as the recognition signal at the output 
60 of the pulse detector is within the pre-determined 
range, it Is detected by the remote-field detector 64, 
which then outputs a remote-field signal to the logic cir- 
cuit 30. In response to the remote-field signal the logic ^ 
circuit 30 outputs a switching signal to the battery cou- 
pling switch 42, thus causing the establishment of a low- 
resistance path between the connection 40 of the bat- 
tery 34 and the supply voltage rail. The circuit units con- 
tained In the remote control unit 22 are then immediately 25 
supplied with the full supply current and therefore be- 
come fully operational. The inten-ogation signal, which 
is transmitted by the control unit 1 6 within the protected 
area, is not a carrier frequency signal only, but is a pulse 
modulated signal, that is a canlersignaf, containing no- 30 
pulse periods that correspond to the Infonnation trans- 
mitted. A differential amplifier 70, fed by a further output 
signal at an output 1 08 of the pulse detector 58 and the 
recognition signal, outputs a square-wave signal de- 
rived from the modulated RF signal, which is used by 35 
the logic circuit 30 to recognise whether the signal re- 
ceived by the sensor is, in fact, an interrogation signal 
originating from the control unit of a protected area, or 
whether it is only an RF signal from other sources. 
[0027] As soon as the logic circuit 30 has established 40 
that the interrogation signal was, indeed, an inten^oga- 
tion signal transmitted by a control unit 1 6, it outputs an 
activation signal from its output 72 which induces the 
transmitter unit 68 to transmit the identification code 
group stored in the logic circuit, whereby the coil con- ^ 
tained in the sensor 50 acts as a transmission aerial. 
Since, In the cun^nt state of the remote control unit all 
circuit units are supplied with the full supply current from 
the battery 34, transmission of the identification code 
group takes place at relatively high power, so that the so 
relatively large distance present between the sensor 50 
and the aerial 20 at the vehicle can be bridged without 
difficulty. The control unit 1 6 in the vehicle is therefore 
able to compare the identification code group with the 
identification code group stored in it and belonging to ss 
the vehicle, and, if both code groups coincide, will gen- 
erate a signal that unlatches the lock 1 4, so that the door 
12 can be opened. 



[0028] If it is now assumed that the battery 34 Is ex- 
hausted, then it can no longer provide the required sup- 
ply energy for the remote control unit 22. As a conse- 
quence, the remote control unit 22 will not be able to re- 
transmit a signal to the control unit 1 6 within the vehicle, 
in response to any interrogation signal. It will, therefore, 
also be impossible to unlock the lock 14 of the door 12. 
The individual carrying the remote control unit 22 is, of 
course, aware of this and must therefore make use of a 
further possibility to gain authenticated access to the ve- 
hicle. 

[0029] The remote control unit must be brought into 
the immediate proximity of the aerial 20 which, in the 
example described, is located in the wing mirror on the 
driver side of the vehicle to be opened. By touching the 
triggering device 18, formed by the door handle of the 
vehicle, the Interrogation is caused to be transmitted by 
the control unit 16. This interrogation signal can now be 
received by the sensor 50, located in close proximity to 
the aerial 20. The remote control unit 22 will now operate 
in its intended passive transponder mode. This means, 
in the first instance, that the inten^ogation signal re- 
ceived is rectified by the diode 54, so that the rectified 
voltage will charge up the capacitor 56. The charging 
voltage at this capacitor 56 now provides the supply en- 
ergy for the entire remote control unit 22. The capacitor 
56, in relation to the energy supplied by the transmitted 
interrogation signal, is dimensk)ned so that the energy 
stored in it is sufficient to effect the transmission of the 
identification code group, assisted by signals from the 
pulse detector 58, the remote-field detector 64 and the 
logic circuit 30, taking into consideration the transmitter 
unit 68. Although transmission of this identification code 
group is at low power, as a result of the short distance 
separating the aerial 24 of the remote control unit 22 
and the aerial 20 at the vehicle, it will be sufficient for 
the control unit 1 6 to verify the identification code group 
and, if coincidence is established, to unlock the lock 14 
and enable access to the vehicle, in the same way as 
in the previously described case where the battery 34 
was operational. In this way, it is made possible for the 
individual to gain authenticated access to the vehicle 
even if the battery is inactive. 
[0030] To ensure that the energy drain from the bat- 
tery 34 is kept as low as possible and to restrict It to 
those occasions when such an energy drain is strictly 
necessary, a near-field detector 66 is provided in the re- 
mote control unit 22, which fulfils the function to be de- 
scribed in the following. Should the remote control unit 
22, with a fully-functional battery, be In the immediate 
vicinity of the aerial 20 at the vehicle when the individual 
activates the triggering device 1 Bconstituted by the door 
handle of the vehicle, then, at first, the procedure will be 
the same as in the case above described for a fully op- 
erational battery 34. This means that the logic circuit 30, 
as a result of the remote-field signal received by it, out- 
puts the switching signal to the battery coupling switch 
42, so that this will go Into the low-resistance path state. 
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As a resutt of the short distance between the aerial 20 
and the remote control unit 22, however, the sensor SO 
receives such an amount of energy that the capacitor 
56 can charge up to a voltage which is higher than the 
supply voltage provided by the battery 34. The near-field 
detector 66 ascertains that the charge voltage of the ca- 
pacitor 56 exceeds the threshold value corresponding 
to the maximum supply voltage provided by the battery 
and outputs a near-field signal to the logic circuit 30, 
which causes the battery coupling switch 42 once again 
to abandon its low-resistance mode, leaving only the 
high-resistance connection path open. The energy drain 
from the battery 34 Is therefore very much reduced In 
this particular case, which results In an extension of the 
active life of the battery. 

[0031 ] Fig. 3 represents the circuit an-angement of the 
sensor 50. As is apparent, the sensor contains a coil 74 
which fulfils the function of the aerial 24 of the remote 
control unit 22. Furthennore, the sensor contains a ca- 
pacitor 76 which, In conjunction with the coil 74, fomis 
a resonant circuit tuned to the frequency of the interro- 
gation signal transmitted by the control unit 1 6. Connec- 
tion 78 of the sensor 80 is connected to the ground rail 
38, the connection 80 is connected to the transmitter unit 
68, and the connection 52 Is connected to the input 62 
of the pulse detector 58. 

[0032] Fig. 4 represents the circuit an-angement of the 
battery coupling switch 42. It contains a MOS field-effect 
transistor 82 whose source-drain path establishes a 
connection from the battery connection 40 to the diode 
44. It furthennore contains a resistor 84 which is con- 
nected between the gate and the drain connections of 
the MOS field-effect transistor 82. In the nomial quies- 
cent state of the circuit, the MOS field-effect transistor 
82 is in a high-resistance state, where only a small cur- 
rent can flow through its source-drain path. If, however, 
the logic circuit 30 sends a switching signal to the con- 
nection 83 of the battery coupling switch 42, the MOS 
field-effect transistor 82 will be put into its conducting 
state, so that a low-resistance path is made available 
between the battery connection 40 and, via the diode 
44, the supply voltage rail 46. This state only obtains 
when the pulse detector 58 has detected the reception 
of an interrogation signal by the sensor 50, and the re- 
mote-field detector 64 supplies the remote-field signal 
to the logic circuit 30 and, furthermore, the near-field de- 
tector 66 has not registered a voltage at the capacitor 
56 that exceeds the battery supply voltage. 
[0033] An important component of the device here to 
be described is the pulse detector 58. This pulse detec- 
tor 58 must be equipped in such a way as to be in a 
position, even in the quiescent standby mode of the re- 
mote control unit 22, that is in a state when current con- 
sumption is very low or even where the battery has be- 
come inactive, to react to an interrogation signal re- 
ceived by the sensor and, if applicable, generate a rec- 
ognition signal at the output 60. 
[0034] Fig. 5 Illustrates a possible embodiment of this 



pulse detector 58. 

[0035] The pulse detector 58 comprises two current 
min-ors, each consisting of two bipolar transistors 86, 88 
and 90, 92 respectively. These cun-ent mirrors are inter- 

5 connected in such a way as to fomn together an ampli- 
fier The emitter of the transistor 90 fomis the input 62 
connected to the sensor, whilst the emitter of the tran- 
sistor 92 is connected to the ground rail 38. The inter- 
connected emitters of the transistors 86 and 88 are con- 
nected to the supply rail. The collectors of the transistors 
86 and 90 are connected to each other, whilst the inter- 
connection between the collectors of transistors 88 and 
92 is via a MOS field-effect transistor 94, which could 
also be replaced by a resistor and merely behaves like 

*5 a cun-ent source. The output signals of the amplifier 
tomned by the two cun-ent mirrors are taken from the cir- 
cuit points 96 and 98 and fed to a differential amplifier 
100. The negative feedback provided at the differential 
amplifier 1 00 by two diodes in series with a resistor 1 02 

^ serves to limit the dynamic range. The pulse detector 
58 outputs the recognition signal at its output 60, and a 
reference signal for the amplifier 70 at a further output 
108. 

[0036] Fpr the purpose of describing the mode of op- 

2s oration of the pulse detector 58, it shall Initially be as- 
sumed that the battery 34 is capable of supplying the 
full supply voltage and that the remote control unit 22 is 
in a quiescent state, in that the field-effect transistor 82 
in the battery coupling switch 42 is in the off-state. Only 

30 a very low voltage therefore exists between the ground 
rail 38 and the supply rail 46. To ensure that even In this 
state a defined signal is available at the output 60 of the 
pulse detector 58, the base-emitter area of the transistor 
86 is made larger than that of the transistor 88. with the 

35 conseq uence that a lower voltage obtains at the collec- 
tor of the transistor 86 than at the collector of transistor 
88. This ensures that even at very low currents a defined 
voltage difference between the circuit points 96 and 98 
exists, which is then processed by the differential am- 

^0 piifier 100, so that a signal of a high value appears at 
the output 60. The remote-field detector 64 reacts to this 
signal by not outputting a remote-field signal. When, 
however, the sensor 50 receives an interrogation signal, 
a radio frequency signal reaches input 62 of the pulse 

^ detector 58 which, via the transistor 90 and in the 
present state of the pulse detector 58, causes the volt- 
age at the circuit point 96 to rise so as to exceed the 
voltage at the circuit point 98. The voltage difference be- 
tween the circuit points 96 and 98 thereby becomes vir- 

^ tually inverted, so that a signal of low value is produced 
at the output of the differential amplifier 1 00. This signal 
causes the remote-field detector 64 to output a remote- 
field signal to the logic circuit 30. As has already been 
explained in detail in the above, the consequence of this 

55 is that the transistor 82 in the battery coupling switch 42 
is put into the conducting state, so that now the full sup- 
ply voltage is able to reach the supply voltage rail 46. 
This means that all the units comprising the remote con- 
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trol unit 22 are supplied with the energy required by 
them. The differential amplifier 70 receives at one of its 
inputs the recognition signal from the output 60 of the 
pulse detector 58, and at the other input the voltage 
present at the output 1 08 of the pulse detector, which s 
is used as a reference voltage. The reference voltage 
at output 1 06 Is a reference voltage which changes dy- 
namically with the available supply voltage, and which 
is always kept in the correct relation to the voltage at 
output 60. Since, as has already been explained in the io 
foregoing, the interrogation signal Is not a continuous 
radio frequency signal, but rather a keyed signal com- 
posed of RF pulses and no-pulse periods, the differen- 
tial amplifier 70 wili output at Its output either a high or 
a low level signal, depending on whether the RF pulse is 
Is present or not. From the sequence of high and low 
level signals, the logic circuit 30 can ascertain whether 
the interrogation signal is. In fact, a signal transmitted 
for the benefit of the remote control unit 22, or whether 
It is an RF signal emanating from some other source. 20 
[0037] Since the signal fed to the input 62 of the pulse 
detector is subject to large dynamic range variations, 
depending on the distance between the aerial 24 and 
the aerial 20, dynamic limiting is achieved by the nega- 
tive feedback at the differential amplifier 1 00 by way of 25 
the resistor 1 02 and the diodes 1 04 and 1 06, which pre- 
vents overdriving the circuit even at high signal recep- 
tion levels. 

[0038] Should the battery 34 have become Inactive 
and is unableto deliver a supply voltage, no supply volt- 30 
age is applied to the pulse detector 58 when the remote 
control unit 22 is in its quiescent state. Only on reception 
of an interrogation signal by the sensor 50, a charging 
voltage Is built up at the capacitor 56 by rectifying the 
inten-ogation signal, which then supplies the necessary 35 
operating energy for the pulse detector 58. Because of 
the dimensional differences between the transistors 86 
and 88, the differential amplifier 1 00 will receive definite- 
ly differentiated voltage values at its Inputs, even when 
the charging voltage of capacitor 56, acting as the en- 40 
ergy supply, Is still very low. This means that the pulse 
detector 58, even at this stage, is able to output a de- 
fined recognition signal from its output 60, which can 
then befurtherprocessedbytheotherclrcuit units within 
the remote control unit 22 as soon as the charging volt- 4S 
age at the capacitor 56 has reached Its full value, just 
as In the case of a functional battery 34. 
[0039] The pulse detector 58 described therefore 
makes it possible to recognise and evaluate an interro- 2. 
gation signal received by the sensor 50, with or without so 
a functionally operative battery 34. 



Claims 

55 

1 . Security system to enable authenticated access of 3. 
an individual to a protected area by means of a re- 
mote control unit, candied by the individual, contain- 



ing a transponder that on reception of an intenxtga- 
tlon signal transmits an Identification code group, 
and a control unit, located within the protected area 
which, when activated by the individual, transmits 
the interrogation signal and then checks the identi- 
fication code group sent by the transponder, allow- 
ing access for the individual to the protected area 
only after positive verif Nation of the authorisation to 
access, and wherein the transponder (28) con- 
tained in the remote control unit (22) is a passive 
transponder which obtains a supply voltage from 
the interrogation signal transmitted by the control 
unit (16) and feeds this Into a supply voltage rail 
(46), wherein the remote control unit (22) contains 
a battery (34) which , by means of a controllable bat- 
tery coupling switch (42), can be connected to the 
supply voltage rail (46) via a high-resistance path 
when the remote control unit (22) is in a quiescent 
state, or via a low-resistance path when the remote 
control unit is in its operative state, wherein a pulse 
detector (58) is provided which receives its supply 
voltage via the high-resistance path of the battery 
coupling switch (42) when the remote control unit 
(22) is in Its quiescent state, and which, on reception 
of the interrogation signal from the transponder 
(28), outputs a recognition signal, wherein a re- 
mote-field detector (64) is provided which receives 
the recognition signal and outputs a remote-field 
signal as soon as the value of the recognition signal 
comes within a pre-detemnined range, wherein a 
logic circuit (30) is provided which, on reception of 
the remote-field signal, outputs a switching signal 
to the battery coupling switch (42) which switches 
this Into the state where the battery (34) is connect- 
ed to the supply voltage rail (46) via the low-resist- 
ance path, and outputs an activation signal to the 
transponder (28) which will cause its transmitting 
unit (68) to transmit the identification code group, 
and wherein a near-field detector (66) is provided 
whk^h, on recognising a value of the supply voltage 
produced by the transponder (28) exceeding a pre- 
determined threshold value, outputs a near-field 
signal that causes the logic circuit (30) to put the 
battery coupling switch (42) Into the state prevailing 
in the quiescent state of the remote control unit (22). 
and to transmit the activation signal to the trans- 
ponder (28). 

Security system according to claim 1 , wherein the 
protected area (1 0) is a vehicle whose door (1 2) will 
only be unlocked by the control unit (1 6) housed in 
this vehicle when the Identification code group sent 
back by the transponder (28) corresponds to the 
code group expected by the control unit (16). 

Security system according to claim 2. wherein the 
control unit (1 6) housed in the vehk^Ie transmits the 
intenfogation signal when the individual either 
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touches or actuates the door handle (1 8) of the ve- 
hicle. 

Security system according to claim 2 or 3, wherein 
an aerial (20), fomiing part of the vehicle control unit s 
(16), Is housed In the wing mirror on the driver's 
side. 

Security system according to any one of the previ- 
ous claims, wherein the pulse detector (58) com- io 
prises a first and a second current mirror circuit, 
each consisting of two base-coupted transistors 
(90, 92, 86, 88), Which are interconnected so as to 
fonm an amplification circuit, whereby the collector 
of the first transistor (90) of the first current mirror is 
circuit is connected to the collector of the first tran- 
sistor (86) of the second current mirror circuit, and 
the collector of the second transistor (92) of the first 
current min'or circuit Is connected to the collector of 
the second transistor (88) of the second current mir- 20 
ror circuit via a current source (94), whereby the 
transistors (86, 88) of the second cun-ent min-or cir- 
cuit, for the purpose of providing definitely differen- 
tiated output voltages at identical collector currents 
at their respective collectors, have differently di- 25 
mensioned base-emitter areas, so that the Inten'o- 
gation signal received from the transponder (28) is 
applied to the emitter of the first transistor (90) of 
the first cun'ent min-or circuit, and that a differential 
amplifier (1 00) is provided which has inputs, one of 30 
which being connected to the interconnected col- 
lectors of thefirst transistors (90, 86) of both the cur- 
rent mirror circuits, and the other being connected 
to the collector of the second transistor (88) of the 
second cun^nt min^or circuit, whereby the signal 35 
output from the output of the differential amplifier 
(100) is the recognition signal. 

Security system according to claim 5, wherein the 
differential amplifier (1 00) is provided with negative 40 
feedback by way of two diodes (1 04, 1 06) and a re- 
sistor (102), to limit the dynamic range. 
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